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Pedepar:

1. Y puceprauiiiHiii po60oTi chopMyIbOBaHO I BUPIIIEHO aKTyajlbHy HAyKOBO-TIPUKJIAZHY ITPO6GJIEMY 3a0€3T1€4EHHS
rapaHTO3[aTHOCTi CEpBiC-Opi€eHTOBaHNUX MOGIJIBHUX CUCTEM Ha OCHOBI 6€3MiJIOTHUX JIiTaJIbHUX allapaTiB MIJIIXOM
PO3pOo6JIEHHS] HAYKOBO-0O0I'PYHTOBaHOi MeTozoJ1orii Ta iHdpopMalifiHOI TexHoJIorii, 00yMOBJIEHOI iICHYBaHHSIM
00'€KTMBHOIO IPOTUPIYYsl MDK J)KOPCTKMMU BUMOTaMU JJ0 HaJlifHOCTi Ta 6€311eYHOCTi cepBiC-0pi€eHTOBaHUX

MOOIJIBHUAX CUCTEM Ha OCHOBI 6€3MiJIOTHUX JIiTaJIbHUAX alapariB IpY BUKOHAHHI Pi3HOMaHITHUX MOCIYT Ta



KPUTAYHUX (PYHKIII Ta BiICYTHICTIO KOHLIENTYaJIbHUX Ta MAaTEMATUYHUX MOZEJIel, METO/IIB Ta 3aCO0IB [1JIs
OI[iHIOBaHHSI Ta 3a6€3MeYeHHs rapaHTO3/IaTHOCTI TAKMX CUCTEM. B pamKax nuceprauniitHoi po60Tu MpoBeeHO
aHasli3 MeToJiB, 3aC00iB i MaTeMaTUYHOTO arapary OliHIOBaHHSI Ta 3a0e3M1eYeHHs FapaHTO34aTHOCTI MOGIIbBHUX
0€e3MiJIOTHUX cUCTEM. Briepiie po3po61eHO METO0IOTiI0 MOOYIOBY FrapaHTO30ATHUX CEPBiC-OPi€EHTOBHUX
MOOIJIPHUX CHCTEM Ha OCHOBI, 5IKa, Ha BiIMiHY Bif BifoMuX, 6a3ye€ThCs HA KOHLIEL{i T00YJ0BY rapaHTO30ATHUX
(HapiftHUX i 6€31eYHUX) CUCTEM 3 HEJIOCTATHbO HAMIMHUX i 6€3[IeYHMX eJIEMEHTIB Ta iX MHOXUH (araparis Ta ix pois)
3 BpaxyBaHHSM (PYHKUIMHUX i IPOCTOPOBUX OOMEKEHD, & TAKOXK IPMHLIMAIAX MYJIbTUAr€HTHOTO NIPEICTABIEHHS
npoueciB BukopuctanHsd COMC BITJIA; GyHKLIOHaTIBHO-TIPOCTOPOBOrO MifX0Ly OO OLiHIOBAaHHS Ta MifBULIEHHS
HagiriHocTi i rapanTo3gaTHocTi COMC BILJIA; nuHamMiyHOTO CTPYKTYPHO-(QYHKIIIOHATIBHOTO pe3epByBaHHS Ta
keposaHnoi aerpagauii COMC BI1JIA, a TakoX rapaHTOBaHOI'O O6CIYTOBYBaHHS Pi3HOMaHITHUX 3aIIMTIB Ha
BMKOHAHHSI CEPBICiB 3 BUBHAaY€HNMU BUMOTaMU B YMOBaX BiIMOB, KibepaTak Ta 0OMeXXeHOi aBTOHOMHOCTI araparis,
IO [103BOJISIE OOI'PYHTOBYBATH 3arajibHy CTPYKTYpY Ta 3acobu 3abesnedeHHs rapanTosgatHocti COMC BITJIA.
Briepie po3po6sieHO aHaJIITUYHI MOJieli 1151 ONMCY IIPOLieciB PO3ropTaHHs Ta HafiltHicHOI noBeninku COMC BITJIA
I[IpY BUKOHAHHI TUIIOBUX 3aBlaHb, fKi, Ha BigMiHy Bif] BiLOMUX, IPELCTaBJIEH] 3aJIE)KHOCTSMY, 110 BPaXOBYIOTh
TaKCOHOMIIO, sIKa OIIMCYe CYTHOCTI 3a iepapXi€lo 03HaK «3aBIAHHS — TUII TIOKPUTTS — TUN MHOKUHU BI1JIA - BUnn
Mpane3naTHOCTI — TUIIA MOZeJIeN», 0 I03BOJIsS€ BU3HA4YaTH KisbKicHi nokasHuku COMC BILJIA, ta BignoBinHICTS iX
3HauY€Hb BUMOTaM JI0 CcepBiciB. Briepiie po3pobyieHo metog, ¢popmyBaHHs cTpykTypu Ta ckiuany COMC BILJIA, saxuit
Ha BiIMiHYy Bif] BilOMUX 06a3y€eTbCs HAa BU3HAYEH] 3B'3KiB MK 3aBAAHHSIMU, yMOBAaMU BUKOHAHHS, TEXHIYHUMU
xapakrepuctukamu egeMeHTiB COMC, a TakoXX Ha MOJEsIX iX PYHKIIOHYBAaHHS Ta OLiHIOBAHHS rapaHTO3/4aTHOCTI,
1110 JO3BOJISIE BUBHAYATH KOMILJIEKC CTalliOHAPHUX Ta MODIJIbHUX KOMITOHEHTIB /1J1s1 BAKOHAHHS 3aBIaHb BifITOBITHO
[0 BUMOT Ta NapaMeTpiB cepefoBria. YIOCKOHaNIEHO KoHUenTyanbHy moaens COMC BINJIA y BATIALI XOJIOHIYHOI
MyJIbTUAr€HTHOI CUCTEMH, SIKa CKJIAJa€ThCs 3 XOJIOHIB KEPYBaHHS, BAKOHAHHS Ta 3a0€3MeYeHHs, i onucye
CTPYKTYpPY CUCTEMHU, BJIACTUBOCTI Ta B3aEMO3B 13K/ XOJIOHIB-areHTiB, sIKi QOPMYIOTHCS 1711 BUKOHAHHSI
Pi3HOMaHITHHUX 3aBaHb, 10 03BOJIsI€ (POPMYBATH MaCIITab0BaHy CTPYKTYPY, HA OCHOBI MOO1LIbBHUX areHTiB, SIKi
IIPEeICTaBIISIIOTh IPOrPAaMHO-aNapaTHi CYTHOCTI, allapaTHa YaCTMHA SIKUX 0a3yeTbcst Ha BITJIA Ta Ha3eMHHUX CTaHLIIX
06CIyroByBaHHS. YIOCKOHaNIEeHO mogeni PpyHkuiiHoi HagifiHocTi COMC BILJIA, siKi BpaxoBYIOTb (PparMeHTaLlilo
11i71bOBOI 06J1acTi, BapiaHTX GOPMYyBaHHS MapIIPYTIB 1715 ii IOKPUTTS B yMOBax MOXKIMBUX BigmoB BITJIA Ta
nificucTeMy 06CJIyrOBYBaHHS, a TAKOX JIETPafiallilo CTPYKTYPH i XapaKTEPUCTHUK anapariB Ta sIKOCTi BUKOHAHHS
3aBfaHb, IO 103BOJISE MiABUIIATYA TOYHICTh OLiHIOBAHHS ITOKA3HUKIB HATIMHOCTI Ta iMOBipHOCTI TOBHOTO 260
4acTKOBOTO HeHamaHHs cepsiciB COMC, a Tako>X 00IpYHTOBYBAaTH BUMOTH [10 6€3BiZlMOBHOCTI Ta XUBYJIOCTi
arapariB i cuctem. OTpUMaiy oJaabIIMi PO3BUTOK MOJIEJli CUCTEM MacOBOI'O OOCIIYTOBYBAHHS [1J1s1 JOCJIiIKEHHS
(YHKLIOHYBaHHS Ta OLiHIOBaHHS rapaHTo3gaTHOCTi COMC BITJIA, 11siXoM BpaxXyBaHHSI MOKJIMBOCTI BilMOB
BHACJIiOK (i3NYHMX MPUUMH Ta KibepaTak, IapaMeTpiB NIPOLECIB BiJHOBJIEHHS Ta MPOQPiNIaKTUIHOTO
obcyroByBaHHs BITJIA, a TakoX [IPOLeCciB HEKEPOBAHOI Ta KEPOBAHOI Aerpajaliii SKoCTi BUKOHAHHS 3aBaHb, 110
IIO3BOJISIE€ MiABUILMTY TOYHICTb OL[iHIOBAHHS YaCTKOBUX/OKPEMUX [1I0Ka3HUKIB rapaHTO3[]JaTHOCTi, OOI PYHTOBYBaTH
ckiag COMC BITJIA i komniekc 3aco6iB /17151 3a6e3neyeHHs] TapaHTO3TaTHOCTI HaJlaHHs cepBiciB. OTprumMana
[OIA/IBIINE PO3BUTOK MapKoOBChbka Mogiesb rotoBHOCTI COMC BITJIA 3 ypaxyBaHHSM KibepaTak Ha iHopmauiiiHi
aKTUBHU, 30KpeMa, HaBiralilHUxX CUCTEM, CEHCOPHOTr'0 00JIaJHAaHHS Ta KaHAJIB yIIPaBJliHHS, 1J0 ONMCY€E CTaHU BTPaTU
IIpaue3faTHOCTI BHACIIIOK TaKMX aTaK Ta aBapifiHOro 3aKiHYeHHs Micii Ta j03BOJIsle OOIPYHTOBYBATU BUMOTH JI0
CHCTEM 3aXUCTY Ta KOMILJIEKCY KOHTP3axo/1iB. Pe3ysbTaTH LOCII>)KeHb BIPOBAI)KEHO B HABYAJIbHOMY IIPOLIEC]
HarjioHasibHOrO yHIBEPCUTETY LMBIJIBHOTO 3aXUCTY YKpaiHy, XapKiBCbKOMY HalliOHAJIbLHOMY YHiBEpCUTETI
[osiTpsiHux Cun imeHi IBana Koxxeny6a, HarjioHanbHOro aBialliliHOro yHiBepCUTETY «XapKiBCbKUI aBialliiHUM
VHIBEPCUTET» Ta HAYKOBO-IOCIiIHUX poboTax B KomaHnnysanHi [TosiTpsiHux Cun 36poiiHux Cuil YKpainu Ta 'y
HanjionansHOMy aBial[ilHOMy yHiBEpCUTETI «XapKiBCbKUY aBiallilHUI YHIBEPCUTET».

2. The dissertation formulates and solves the topical scientific and applied problem of ensuring the dependability
of service-oriented mobile systems (SOMS) based on unmanned aerial vehicles (UAVs) by developing a scientifically
sound methodology and information technology related to the existence of an objective contradiction between the
strict requirements for the reliability and safety of SOMS UAVs when performing various services and functions



and the lack of conceptual and mathematical models, methods and means for assessing and ensuring the reliability
of such systems. A methodology for the creation and use of reliable UAV SOMS, a conceptual model and a basic
ontology of UAV SOMS were developed. Models of the functioning of UAV SOMS, as well as models of queuing
systems (QS) for studying the functioning and assessing the reliability and their taxonomy, were developed and
researched. Models for assessing the reliability (functional reliability, survivability, safety, and cybersecurity) of
SOMS UAVs and their taxonomy have been developed and researched. Models of degradation of UAV SOMS have
been developed and researched. Based on the developed models, ontology and taxonomy, a method for forming
the structure and composition of reliable UAV SOMS has been developed, as well as the structure and IT tools to
support decision-making on ensuring the reliability of UAV SOMS. For the first time, a methodology has been
developed for building dependable service-oriented mobile systems based on UAVs (UAV SOMS), which is based on
the concept of building reliable (reliable and secure) systems from insufficiently reliable and secure elements and
their sets (devices and their swarms), taking into account functional and spatial constraints, as well as the
principles of multi-agent representation of UAV SOMS usage processes; a functional-spatial approach to assessing
and improving the reliability and dependability of UAV SOMS; dynamic structural and functional redundancy and
controlled degradation of UAV SOMS, as well as guaranteed servicing of various requests for the performance of
services with specific requirements in conditions of failures, cyberattacks and limited autonomy of devices. For the
first time, analytical models have been developed to describe the deployment processes and reliability behaviour of
UAV SOMS when performing typical tasks, which, unlike the known ones, are represented by dependencies that
take into account the taxonomy describing entities according to the hierarchy of features «task - type of coverage
- type of UAV set - types of performance - types of models», which allows determining the quantitative indicators
of the UAV SOMS and the compliance of their values with the requirements for services. For the first time, a
method for forming the structure and composition of UAV SOMS has been developed, which, unlike the known
ones, is based on the determination of relationships between tasks, conditions of execution, technical
characteristics of SOMS elements, as well as on models of their functioning and reliability assessment, which
allows determining a set of stationary and mobile components for performing tasks in accordance with the
requirements and parameters of the environment. The conceptual model of the UAV SOMS has been improved in
the form of a multi-agent system, which consists of control, execution and support holons, and describes the
structure of the system, the properties and interrelationships of holons-agents that are formed to perform various
tasks. The functional reliability models of the UAV SOMS have been improved, taking into account the
fragmentation of the target area, options for forming routes to cover it in conditions of possible failures of the UAV
and the service subsystem, as well as the degradation of the structure and characteristics of the devices and the
quality of task execution, which allows for more accurate assessment of reliability indicators and the probability of
complete or partial failure of SOMS services, as well as justifying the requirements for the reliability and
survivability of devices and systems.Queuing systems models for researching the functioning and evaluating the
dependability of UAV SOMS have been further developed by taking into account the possibility of failures due to
physical causes and cyber attacks, the parameters of UAV recovery and preventive maintenance processes, as well
as the processes of uncontrolled and controlled degradation of task performance quality. The Markov model of
UAV SOMS readiness has been further developed, taking into account cyberattacks on information assets, in
particular navigation systems, sensor equipment and control channels, which describes the states of loss of
operability due to such attacks and emergency termination of the mission and allows justifying the requirements
for protection systems and a set of countermeasures.
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CeKTop HayKH: YHiBEepCHTETChKUI

PeuenseHTu

VIII. 3aKkJII04Hi BiZoMOCTi
BiiacHe IIpi3Buine Im'sa Ilo-6aTbKOBI

rOJIOBH pagu

BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI

rOJIOBYIOYOrO Ha 3acigaHHi

BigmoBigasbHUM 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €

BiZIOBiZasIbHUM 3a peecTpallilo HAayKOBOIi

OisIIBHOCTI

XapueHko BauecnaB CepriiioBuy

®enoposuy Osner €BreHoBUY

Ky4yuncekuii Irop IBaHOBUY

IOpuenko TeTsHa AHaTOJIiBHA

FOpuenko TetsHa AHaToJiiBHA



